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1 DOCUMENT INFORMATION
1.1 Date of last update
03/04/2026
1.2 Distribution list for Notification
csirt@kio.tech
1.3 Document location

https://kio.tech/csirt

2 CONTACT INFORMATION
2.1 Team name
KIO Cyber Security Incident Response Team
2.2 Address

Calle Guillermo Haro, Santa Fe, Zedec Sta Fé, Alvaro Obregén, 01376 Ciudad de
México, CDMX

2.3 Phone
+52 5579061458
2.4 Preferred contact method
Email csirt@kio.tech (please use our cryptographic key)
2.5 Website
https://kio.tech/csirt
2.6 Time zone
UTC / GMT - 6 hours
2.7 Hours of operation
24x7
2.8 Public keys and encryption

The CSIRT uses PGP for secure communications; the key is available at
https://kio.tech/csirt

www.kio.tech
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3 CHARTER
3.1 Mission

Manage the full incident response lifecycle to minimize the impact of cyber threats on
our constituency, ensuring operational resilience. Our mission includes acting as a trusted
node in the international community, actively contributing intelligence and best practices to
strengthen the collective defense of the digital ecosystem.

3.2 Constituency

The target constituency of the KIO Cyber Security Incident Response Team is internal
and external, as KIO ITS is one of the most important MSP/MSSPs in Mexico, therefore it
needs to protect its own digital ecosystem, that of its clients, and that of the region against
cybersecurity incidents.

e Internal Constituency: Comprises all technological infrastructure, information systems,
networks, and digital assets that are owned by, or operated by KIO ITS for its corporate
operations and service provision.

e External Constituency: Comprises all technological infrastructure, information
systems, networks, and digital assets of public and private sector organizations or the
FIRST community that request incident response services from the KIO Cyber Security
Incident Response Team.

3.3 Sponsorship
KIO Cyber Security Incident Response Team belongs to KIO IT Services.

3.4 Authority

The authority and technical autonomy of the KIO Cyber Security Incident Response
Team are granted by the KIO ITS Management team for the internal constituency; on the other
hand, authority and autonomy in the external constituency are established under the terms of
the FIRST community.

Within this framework, the team is authorized to:

Direct and coordinate all security incident response activities.
Perform technical analyses on affected systems, including forensic and malware
analysis, as permitted by the agreement with the constituency.

e Recommend and, when applicable, execute immediate containment actions, such as
isolating systems or blocking indicators of compromise in the security infrastructure.
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e Interact directly with technical and administrative personnel of the constituency for
effective incident management.

4 POLICIES

4.1 Information sharing and confidentiality

The KIO CSIRT manages all information under strict confidentiality criteria, using it
exclusively for the prevention, detection, analysis, and mitigation of incidents. To guarantee
the integrity, authenticity, and safeguarding of data at all times, we comply with KIO's
Information Classification policy, use the TLP (Traffic Light Protocol) protocols, and PGP
encryption.

PGP Key:
|fIKLfOr+RuCXGtg62wscaMEkW1+21QNDhWzuiuAzAYrCtSI
RIgOUtE30vOTratemflO2klyIWdTA8VIOLLWmMSLU5SsCFvuGZN7onb+fxx7yGa+a
hYvIOyZwTs/jJFjDpt8P8hFFr4dubPQaGNQkQadWYdRYBPbkx81WjsqSbt3Il+ynb
L2Y5SuabauHNxuLzVQvFmMBFxOMRM/OC50X06jb11y/7xuT+73uiyLdcOXjplloWQ
HmGDjrzfvgMy49x6blJigxnEuTy/jQlqrPsre3JYIZd8fbk CDQRpamYWARAA4QnNN
CfKYjcHOXmx/yrsRCOHF8Ab4FR2W2uYnGPOzZDXD47ybhnFZSelMkhxDUI+wNZZN
LNmh2zj33VeOEye2qDKKBOyUbrNWpKqNfxhfFfkZBGBEBy3kaonasbXeW+RR2JMA
rdwG8/vItjoX5wlfVBOIOU6XdkHHghu9vjdBOMP2mJrfyG7EPUI7CVq+EZt9gmWA
EGvKbmyZFU2ytSQfoBVwx4eGDfqDseTFkOP4L09k04748ZpErrwz95PmbbnteFOX
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[XXRFf
7YRsABpBKIOVZHIRWmMbHM880NOwwi2kMoVJ5fTEUMLEb0D29J8akMW5vwzRB1DJC
94jTKvjkLVWMwdCGrirxwEoWHY13KI+1PV8sgA11U6PeUyFhILPvwveJrO41BKbP
Mfm6f4BXYO2svrcQdUWdVX11DA0a0/cCUPVXX78pjKenWVIrM320/uZn+v7Ci6g+
QnaUtBgZkWFIhxqUB2p3JmmjJQt6aNJjHITXNBCdW5ZUB+Nka5TzpYL1v1z8IWLO
OCRf1iYOufGOKtOxD2SdMGeNWwFYBJ8yWVRVc4EKE8P20gB6ItGdxoV30C94bhtE
IEtlwckg4goatfKGKul1cBfRiV2IMQnalYuj9w2I2h7Qj2txIRS4XtazwsttO6CXT
YiiVNZYcwBJGW|jOuzBbm/xUX251Eh8+z0uNJ3J80ov4ZpxMVDn+noM0O4yGimrWOna
1jenfqS2Ha3Fb2488N0OpKozi/itPVTr5cbs59HWM4P8QCNVJuQihVE/6sOPf1XuU
rLm7tU2/uPmQ4H5y181IfyOMhwYDPN5iU+QIshTm5KtRHQOVtHiytjt7BKgo3eNH
g4AHCew8xwAYVudHjw4fHfQTWhyEvgyYGrliBu+XEVQo

=RxdR

5 SERVICES
5.1 Monitoring and detection

Purpose: To implement automated and continuous processing of diverse sources of
information security incidents and contextual data in order to identify potential information
security incidents, such as attacks, intrusions, data leakage, or security policy violations.

5.2 Acceptance of information security incident report

Purpose: To receive and process reports of potential information security incidents
submitted by constituents, security event management services, or third parties.

5.3 Vulnerability response

Purpose: To actively acquire information about known vulnerabilities and act upon that
information to prevent, detect, and remedy/mitigate those vulnerabilities.
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6 INCIDENT REPORTING

It is important to specify useful information when reporting an incident, including the
following elements:

6.1 Key incident details

Contact Name and Organization
Date and time of the incident

e Identification of the affected equipment or service (host name, IP address, function,
operating system, specific service or application)

e Physical or network location where it occurred (e.g., department, network segment)

e Description of the incident

e Perceived or current impact

e Evidence collected (screenshots, error messages or malware, relevant logs during the
incident, suspicious IP address, URL, or file name related to the event)

6.2 Actions taken

e Containment measures
e Notification to third parties
7 LEGAL DISCLAIMER

KIO Cyber Security Incident Response Team is not responsible for the misuse of the
information provided in this document.

www.kio.tech
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